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CUSTOMER CONTRACT REQUIREMENTS
DLA CH-47 Order
CUSTOMER CONTRACT SPRRA1-17-D-0285

CUSTOMER CONTRACT REQUIREMENTS
The following customer contract requirements apply to this contract to the extent indicated below.

1. FAR Clauses The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-6 Restrictions on Subcontractor Salesto the Government (SEP 2006). This clause appliesonly if this contract exceeds (i)
$100,000 if included in Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was
amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-7 Anti-Kickback Procedures (MAY 2014). Buyer may withhold from sums owed Seller the amount of any kickback paid by
Seller or its subcontractors at any tier if (a) the Contracting Officer so directs, or (b) the Contracting Officer has offset the amount of
such kickback against money owed Buyer under the prime contract. This clause, excluding subparagraph (c)(1), appliesonly if this
contract exceeds $150,000.

52.203-8 Cancellation, Rescission, and Recovery of Fundsfor Illegal or Improper Activity (MAY 2014). This clause appliesto
this contract if the Seller, its employees, officers, directors or agents participated personally and substantially in any part of the
preparation of a proposal for this contract. The Seller shall indemnify Buyer for any and all losses suffered by the Buyer due to
violations of the Act (as set forth in this clause) by Seller or its subcontractors at any tier.

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity (MAY 2014). This clause appliesonly if this contract exceeds
(i) $100,000 if included in Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was
amended after October 1, 2010 to increase the Simplified Acquisition Threshold.If the Government reduces Buyer's price or fee for
violations of the Act by Seller or its subcontractors at any tier, Buyer may withhold from sums owed Seller the amount of the
reduction.

52.203-11 Certification and Disclosur e Regar ding Paymentsto I nfluence Certain Federal Transactions (SEP 2007). This
clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-12 Limitation on Paymentsto Influence Certain Federal Transactions (OCT 2010). This clause applies only if this
contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will identify the cognizant Government PCO at
Seller's request. Each subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.204-9 Personal | dentity Verification of Contractor Personnel. (JAN 2011). This clause appliesonly if performance under this
contract requires Seller to have routine physical access to a Federally-controlled facility and/or routine access to a Federally-controlled
information system.

52.204-10 Reporting Executive Compensation And First-Tier Subcontract Awards (OCT 2015). Delete al paragraphs and replace
with the following: "If Seller meets the executive compensation reporting requirements of 52.204-10, Seller shall provide the required
executive compensation information by maintaining an active registration in the U.S. government System for Award Management
(SAM) in accordance with 52.204-7. The required information of 52.204-10 will be made public."
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52.204-13 System for Award M anagement Maintenance (JUL 2013).

52.209-6 Protecting the Government's | nter ests When Subcontracting With Contractors Debarred, Suspended or Proposed

for Debarment (OCT 2015). Seller agreesit is not debarred, suspended, or proposed for debarment by the Federal Government. Seller
shall disclose to Buyer, in writing, whether as of the time of award of this contract, Seller or its principalsis or is not debarred,
suspended, or proposed for debarment by the Federal Government. This clause does not apply to contracts where Seller is providing
commercialy available off-the shelf items.

52.211-5 Material Requirements (AUG 2000). Any notice will be given to Buyer rather than the Contracting Officer.

52.211-15 Defense Priority and Allocation Requirements (APR 2008). This clauseis applicableif apriority rating is noted in this
contract.

52.215-2 Audit and Records - Negotiation (OCT 2010). This clause applies only if this contract exceeds $150,000 and (i) is cost-
reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination of these types; (ii) Seller
was required to provide cost or pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause. Notwithstanding the above, Buyer's rights to audit Seller are governed by the Financial Records and Audit article of the General
Provisions incorporated in the Contract.

52.215-10 Price Reduction for Defective Certified Cost or Pricing Data (AUG 2011). This clause appliesonly if this contract
exceeds the threshold set forth in FAR 15.403-4 and is not otherwise exempt. In subparagraph (3) of paragraph (a), insert "of this
contract" after "price or cost." In Paragraph (c), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Paragraphs (c)(1),
(©)(1)(ii), and (c)(2)(i), "Contracting Officer" shall mean "Contracting Officer or Buyer." In Subparagraph (c)(2)(i)(A), delete "to the
Contracting Officer." In Subparagraph (c)(2)(ii)(B), "Government" shall mean "Government or Buyer." In Paragraph (d), "United
States' shall mean "United States or Buyer."

52.215-12 Subcontractor Certified Cost or Pricing Data (OCT 2010). This clause applies only if this contract exceeds the
threshold set forth in FAR 15.403-4 and is not otherwise exempt. The certificate required by paragraph (b) of the referenced clause
shall be modified as follows: delete "to the Contracting Officer or the Contracting Officer's representative” and substitute in lieu thereof
"to The Boeing Company or The Boeing Company's representative (including data submitted, when applicable, to an authorized
representative of the U.S. Government)."

52.215-14 Integrity of Unit Prices (OCT 2010). This clause applies except for contracts at or below $150,000; construction or
architect-engineer services under FAR Part 36; utility services under FAR Part 41; services where supplies are not required; commercial
items; and petroleum products.

52.215-15 Pension Adjustments and Asset Reversions (OCT 2010). This clause applies to this contract if it meets the requirements
of FAR 15.408(g).

52.215-18 Reversion or Adjustment of Plansfor Post-Retirement Benefits (PRB) Other Than Pensions (JUL 2005). This
clause applies to this contract if it meets the requirements of FAR 15.408(j).

52.215-19 Notification of Ownership Changes (OCT 1997). This clause appliesto this contract if it meets the requirements of FAR
15.408(k).

52.215-21 Requirement for Certified Cost or Pricing Data or Information Other Than Certified Cost and Pricing Data -
Modifications (OCT 2010). This clause appliesonly if this contract exceeds the threshold set forth in FAR 15.403-4. The term
"Contracting Officer" shall mean Buyer. Insert the following in lieu of paragraph (a)(2): “Buyer’s audit rights to determine price
reasonableness shall also apply to verify any request for an exception under this clause. For items priced using catalog or market prices,
or law or regulation, access does not extend to cost or profit information or other data relevant solely to the Contractor’ s determination
of the prices to be offered in the catalog or marketplace.”
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52.219-8 Utilization of Small Business Concerns (OCT 2014).

52.219-28 Post-Award Small Business Program Representation (JUL 2013). In paragraph (b), delete”...or, if applicable paragraph
(g) of thisclause..." Delete paragraph (c) and insert the following paragraph (c) in lieu thereof: " Seller shall represent its size statusin
accordance with SBA's size code standards in effect at the time of this representation to Buyer. The size status shall corespond to the
North American Industry Classification System (NAICS) code applicable to Seller's contract." Delete paragraphs (d) and (g). Delete
paragraph (€) and insert the following paragraph (€) in lieu thereof: " Seller shall make the representation required by paragraph (b) of
this clause by submitting an updated Buyer Form F70102 or updating Seller's profile information on line in Buyer's BEST system."

52.222-1 Notice to the Government of Labor Disputes (FEB 1997). The terms"Contracting Officer" shall mean Buyer.

52.222-4 Contract Work Hours and Safety Standar ds-Overtime Compensation (MAY 2014). Buyer may withhold or recover
from Seller the amount of any sums the Contracting Officer withholds or recovers from Buyer because of liabilities of Seller or its
subcontractors under this clause.

52.222-19 Child Labor - Cooperation with Authorities and Remedies (FEB 2016). In (d), "Contracting Officer" means Buyer.

52.222-20 Contractsfor Materials,Supplies, Articles, and Equipment Exceeding $15,000. (MAY 2014). This clause applies only
if this contract exceeds $15,000.

52.222-21 Prohibition of Segregated Facilities (APR 2015).

52.222-26 Equal Opportunity (APR 2015).

52.222-35 Equal Opportunity for Veterans. (OCT 2015). This clause applies only if this contract is $150,000 or more.

52.222-36 Equal Opportunity for Workerswith Disabilities (JUL 2014). This clause applies only if this contract exceeds $15,000.

52.222-37 Employment Reportson Veterans (FEB 2016). This clause appliesif this contract is $150,000 or more, unless exempted
by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).

52.222-50 Combating Trafficking in Persons (MAR 2015). Theterm “contractor” shall mean “ Seller”, except in the paragraph (a)
definition of Agent, and except when the term “prime contractor” appears, which shall remain unchanged. The term “ Contracting
Officer” shall mean “Contracting Officer, Buyer's Authorized Procurement representative’ in paragraph (d)(1). Paragraph (d)(2) shall
read asfollows: “If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's Authorized
Procurement Representative for each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “Cancellation” and “ Cancellation for Default”, respectively, in paragraph (€)(6). The
term “Contracting Officer” shall mean “ Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), whereit shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “ To the nature and scope of the activitiesinvolved in the
performance of a Government subcontract, including the number of non-United States citizens expected to be employed and the risk
that the contract or subcontract will involve services or supplies susceptible to trafficking in persons.” The term “ Contracting Officer”
shall mean “ Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “ Contracting Officer” shall mean “Buyer” in paragraph
(h)(5).

52.222-54 Employment Eligibility Verification (OCT 2015). This clause appliesto all subcontractsthat (1) are for (i) commercial or
noncommercial services (except for commercial servicesthat are part of the purchase of a COTSitem, or an item that would be a COTS
item, but for minor modifications performed by the COTS provider and are normally provided for that COTS item), or (ii)

construction; (2) has a value of more than $3,500; and (3) includes work performed in the United States.

52.223-11 Ozone-Depleting Substances and High Global Warming Potential Hydr ofluor ocar bons (JUN 2016). Seller shall
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submit the information required by paragraph (c) (1) annually to Buyer by October 15th during each year of contract performance, and
at the end of contract performance.

52.223-18 Encour aging Contractor Policies To Ban Text M essaging While Driving (AUG 2011).

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).

52.227-1 Authorization and Consent (DEC 2007).

52.227-2 Notice and Assistance Regar ding Patent and Copyright Infringement (DEC 2007). A copy of each notice sent to the
Government shall be sent to Buyer.

52.230-6 Administration of Cost Accounting Standards (JUN 2010). Add "Buyer and the" before "CFAQO" in paragraph (m). This
clause appliesif clause HO01, H002, HO04 or HOO7 isincluded in this contract.

52.232-39 Unenfor ceability of Unauthorized Obligations (JUN 2013).

52.232-40 Providing Accelerated Paymentsto Small Business Subcontractors. (DEC 2013). This clause applies to contracts with
small business concerns. The term "Contractor” retainsits origina meaning.

52.247-63 Preference for U.S.-Flag Air Carriers (JUN 2003). This clause only appliesif this contract involves international air
transportation.

52.248-1 Value Engineering (OCT 2010). This clause appliesonly if this contract is for $150,000 or more. The term “ Contractor”
means Seller. The term " Contracting Officer" means Buyer. The term "contracting office” means US Government contracting

office. The term "Government” means Buyer except in subparagraph (c)(5). The term "Government” does not mean Buyer asit is
used in the phrase "Government costs’. Paragraph (d) shall read asfollows: The Seller shall submit VECP s to the Buyer.
Subparagraph (€)(1) shall read as follows: The Buyer will notify the Seller of the status of the VECP after receipt. The Buyer will
process VECP s expeditiously; however, it will not be liable for any delay in acting upon aVECP.

Paragraph (m) shall read as follows: (m) Data. The Seller may restrict the Government’ s right to use any part of a VECP or the
supporting data by marking the following legend on the affected parts:
These data, furnished under the VValue Engineering clause of contract, shall not be disclosed outside the Buyer and Government or
duplicated, used, or disclosed, in whole or in part, for any purpose other than to evaluate a value engineering change proposal submitted
under the clause. This restriction does not limit the Buyer’s and Government’ s right to use information contained in these data if it has
been obtained or is otherwise available from the Seller or from another source without limitations.

If aVECP is accepted, the Seller hereby grants the Government unlimited rightsin the VECP and supporting data, except that, with
respect to data qualifying and submitted as limited rights or Government purpose rights technical data, the Government shall have the
rights specified in the contract modification implementing the VECP and Seller shall appropriately mark the data. (The terms “unlimited
rights’ a“limited rights’ and “ Government purpose rights’ are defined in Part 27 of the Federal Acquisition Regulation (“FAR”) or
Part 227 of the Defense FAR Supplement, as applicable.)

Seller’ s share of the net acquisition savings and collateral savings shall not reduce the Government's share of concurrent or future
savings or collateral savings. Buyer's payments to Seller under this clause are conditioned upon Buyer's receipt of authorization for
such payments from the Government

52.253-1 Computer Generated Forms (JAN 1991).

2. DoD FAR Supplement Clauses DoD Contracts. The following contract clauses are incorporated by reference from the Department of
Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" and " Offeror"
mean Seller except as otherwise noted.

252.203-7001 Prohibition on Persons Convicted of Fraud or Other Defense-Contract-Related Felonies (DEC 2008). This
clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
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issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold and is not for
the purchase of commercial items or commercial components. Except in paragraph (@), "this contract” and "the contract” mean the
contract between Buyer and Seller. In subparagraph (d)(2), delete the words "or first-tier subcontractor.” In paragraph (€), the remedies
described in subparagraphs (2) and (3) are available to Buyer, not the Government. In paragraph (f), "through the Buyer" is inserted
after "Contracting Officer." Paragraph (g) is deleted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEESOF WHISTLEBLOWER RIGHTS (SEP 2013).

252.204-7000 Disclosur e of Information (AUG 2013). Seller will submit requests for authorization to release through Buyer. Seller
shall submit written requests to Buyer a minimum of 25 days prior to proposed date of release.

252.204-7004 Alternate A, System for Award Management (FEB 2014).

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (DEC 2015). This clause appliesif the
Contract isfor operationally critical support or where performance will involve a covered contractor information system. The term
“contractor” retainsits original meaning wherever the word is not capitalized. In the terms “ Contractor attributional/proprietary
information,” “Contractor information system” and "covered contractor information system,” the term "contractor” also retainsits
origina meaning. In paragraphs (d) and (g), “Contracting Officer” shall mean “Contracting Officer or Buyer.” In paragraph (m)(2), the
term “prime Contractor” retains its original meaning. Reporting to Buyer shall be accomplished via abuse@Boeing.com with a copy to
the Buyer's Authorized Procurement Representative. The Boeing 1st tier subcontractor shall rapidly report lower tier subcontractor
information it receives.

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION SUPPORT (MAY 2016).

252.211-7006 Radio Frequency Identification (JUN 2016). This clause applies when the Seller will make direct shipments of items
meeting the criteria at 211.275-2 to the Government.

252.215-7000 Pricing Adjustments (DEC 2012). This clause applies only if this contract exceeds the threshold set forth in FAR
15.403-4.

252.222-7006 Restrictions on the Use of Mandatory Arbitration Agreements (DEC 2010). This clause appliesto all solicitations
and contracts (including task or delivery orders and bilateral modifications adding new work) valued in excess of $1 million, except for
contracts for the acquisition of commercial items, including commercially available off-the-shelf-items. Seller agreesto flow down this
clauseto all covered subcontractors. Seller agrees by accepting this contract that it shall not enter into, and shall not take any action to
enforce, any provision of any existing agreements, as describe in paragraph (b)(1) of this clause, with respect to any of Seller's
employees or independent contractors performing work for Seller related to this contract.

252.225-7001 Buy American and Balance of Payments Program (AUG 2016). In paragraph (c), the phrase "in the Buy American
Balance of Payments Program Certificate provision of the solicitation” is deleted and the word "certified" is deleted and replaced with
the word "specified.”

252.225-7002 Qualifying Country Sour ces as Subcontractors (AUG 2016).

252.225-7007 Prohibition on Acquisition of United States MunitionsList Items from Communist Chinese Military
Companies (SEP 2006).
This clause applies if this contract is for the purchase of items covered by the United States Munitions List.

252.225-7009 Restriction on Acquisition of Certain Articles Containing Specialty Metals (OCT 2014). Paragraphs (d) and (€)
(1) of thisclause are excluded. In paragraph (€)(2) "Government” means Buyer. Paragraph (c)(6) isrevised asfollows:

(c)(6) End items of the prime contract containing a minimal amount of otherwise noncompliant specialty metals (i.e., specialty metals
not melted or produced in the United States, an outlying area, or a qualifying country, that are not covered by one of the other
exceptionsin this paragraph (c)), if the total weight of such noncompliant metals does not exceed 2 percent of the total weight of all
specialty metalsin that end item,
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252.225-7012 Preference for Certain Domestic Commodities (AUG 2016).

252.225-7016 Restriction on Acquisition of Ball and Roller Bearings (JUN 2011). This clause does not apply to contracts for
commerical items or itemsthat do not contain ball or roller bearings.

252.225-7021 Trade Agreements-Basic (AUG 2016). In paragraph (c) (1), the phrase "in the Trade Agreements Certificate provision
of the solicitation" is deleted.

252.225-7048 Export-Controlled Items (JUN 2013).

252.226-7001 Utilization of Indian Organizations and I ndian-Owned Economic Enterprises--DoD Contracts and Native
Hawaiian Small Business Concerns (SEP 2004). This clause appliesonly if this contract exceeds $500,000.

252.227-7025 Limitations on the Use or Disclosur e of Gover nment-Furnished Information Marked With Restrictive L egends
(MAY 2013). In paragraph (c)(1), theterm “ Government” shall mean “Government and Buyer”.

252.227-7037 Validation of Restrictive Markings on Technical Data (JUN 2013).

252.231-7000 Supplemental Cost Principles (DEC 1991).

252.243-7001 Pricing of Contract Modifications (DEC 1991).

252.246-7003 Notification of Potential Safety Issues (JUN 2013). This clause appliesonly if this subcontract isfor: (i) parts
identified as critical safety items; (i) systems and subsystems, assemblies and subassemblies integral to a system; or (iii) repair,
maintenance, logistics support, or overhaul services for systems and subsystems, assemblies, subassemblies and partsintegral to a
system. The notification required by paragraph (c) of this clause will be provided to Buyer and to the administrative contracting officer
(ACO) and the procuring contracting officer (PCO) if Sdller is aware of the ACO and PCO for the prime contract.

252.247-7023 Transportation of Suppliesby Sea-Basic (APR 2014). This clause appliesif this contract isfor suppliesthat are of a
type described in paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." If this contract exceeds the
simplified acquisition threshold, paragraphs (&)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract isat or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded.

252.247-7024 Notification of Transportation of Suppliesby Sea (MAR 2000). Contracting Officer and, in the first sentence of
paragraph (a), Contractor mean Buyer. This clause applies only if the supplies being transported are noncommercial items or
commercia itemsthat (i) Seller isreselling or distributing to the Government without adding value (generally, Seller does not add value
to itemsthat it contracts for f.0.b. destination shipment); (ii) are shipped in direct support of U.S. military contingency operations,
exercises, or forces deployed in humanitarian or peacekeeping operations; or (iii) are commissary or exchange cargoes transported
outside the Defense Transportation System in accordance with 10 U.S.C. 2643.

3. Prime Contract Special Provisions The following prime contract special provisions apply to this purchase order

252.203-7997 PROHIBITION ON CONTRACTING WITH ENTITIESTHAT REQUIRE CERTAIN INTERNAL
CONFIDENTIALITY AGREEMENTS (DEVIATION 2016-0O0003) (OCT 2015).

(a) The Contractor shall not require employees or subcontractors seeking to report fraud, waste, or abuse to sign or comply with
internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or contactors from lawfully
reporting such waste, fraud, or abuse to a designated investigative or law enforcement representative of a Federal department or agency
authorized to receive such information.

(b) The Contractor shall notify employees that the prohibitions and restrictions of any internal confidentiality agreements covered by
this clause are no longer in effect.
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(c) The prohibition in paragraph (a) of this clause does not contravene requirements applicable to Standard Form 312, Form 4414, or
any other form issued by a Federal department or agency governing the nondisclosure of classified information.

(d)(1) Use of funds appropriated (or otherwise made available) by the Continuing Appropriations Act, 2016 (Pub. L. 114-53) or any
other FY 2016 appropriations act that extendsto FY 2016 funds the same prohibitions as contained in sections 743 of division E, title
VI, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) may be prohibited, if the Government
determines that the Contractor is not in compliance with the provisions of this clause.

(2) The Government may seek any available remedies in the event the Contractor fails to perform in accordance with the terms and
conditions of the contract as aresult of Government action under this clause.

52.204-9000 Contract Personnel Securit y Requirements (JUL 2015).

(a) Work to be performed under this contract or task order may, in full or in part, be performed at the Defense Logistics
Agency (DLA) Headquarters (HQ), DLA field activity office(s), or other Federally-controlled facilities. Prior to beginning
work on acontract, DLA requires all Seller personnel working on the Federally-controlled facility to have, at aminimum, an
initiated National Agency Check with Written Inquiries (NACI) or NACI equivaent and favorable completion of a Federal
Bureau of Investigation (FBI) fingerprint check.

(b) Additionally, in accordance with Department of Defense (DoD) Regulation 5200.2-R, Personnel Security Programs, and
DLA Issuance 4314, Personnel Security Program, all DoD contractor personnel who have access to Federally-controlled
information systems must be assigned to positions which are designated at one of three information technology (1T)
levels, each requiring a certain level of investigation and clearance, as follows:

(2) IT-I for an IT position requiring a single scope background investigation (SSBI) or SSBI equivalent;

(2 IT-11 for an IT position requiring a National Agency check with Law and Credit (NACLC) or NACLC
equivalent; and

(3) IT-11I for an IT position requiring aNACI or equivalent.

Note: IT levelswill be designated according to the criteriain DoD 5200.2-R.(c) Previousy completed security
investigations may be accepted by the Government in lieu of new investigations if determined by the DLA Intelligence
Personnel Security Office to be essentially equivalent in scope to the contract requirements. The length of time elapsed
since the previousinvestigation will also be considered in determining whether a new investigation is warranted. To assist
the Government in making this determination, Seller must provide the following information to the respective DLA
Intelligence Personnd Security Office, through Buyer, immediately upon receipt of the contract. This information must be
provided for each Seller employee who will perform work on a Federally-controlled facility and/or will require accessto
Federally-controlled information systems:

(2) Full name, with middle name, as applicable, with socia security number;
(2) Citizenship status with date and place of birth;

(3) Proof of the individuals favorably adjudicated background investigation or NACI, consisting of identification
of the type of investigation performed, date of the favorable adjudication, name of the agency that made the
favorable adjudication, and name of the agency that performed the investigation;

(4) Company name, address, phone and fax numbers with email address;
(5) Location of on-site workstation or phone number if off-site (if known by the time of award); and

(6) Ddlivery order or contract number and expiration date; and name of the Contracting Officer (to be obtained
through Buyer.)

(d) Buyer will ensure that Seller is notified as soon as a determination is made by the assigned or cognizant DLA
Intelligence Personnel Security Office regarding acceptance of the previous investigation and clearance level.

(2) If anew investigation is deemed necessary, Seller will be notified by Buyer after appropriate checksin DoD
databases have been made.

(2) If the Seller employee requires access to classified information and currently does not have the appropriate
clearance level and/or an active security clearance, the DLA Intelligence Personnel Security Office will relay this
information to Buyer for further action. Investigations for Seller employees requiring access to classified
information must be initiated by the Contractor Facility Security Officer (FSO).

(3) The Contracting Officer will ensure that the respective DLA Intelligence Personnel Security Office initiates
investigations for Seller employees not requiring access to classified information (i.e., IT or unescorted entry).

(4) Itis Seller’ sresponsibility to ensure that adequate information is provided and that each Seller employee
compl etes the appropriate paperwork, as required either by the Contracting Officer or the DLA Intelligence
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Personnel Security Office, which shall be communicated through Buyer, in order to begin the investigation
process for the required clearance level.

(e) Seller isresponsible for ensuring that each Seller employee assigned to the position has the appropriate security
clearancelevel.

(f) Seller shall submit each request for IT access and investigation through the Contracting Officer to the assigned or
cognizant DLA Intelligence Personnd Security Office. Requests shall include the following information and/or
documentation:

(1) Standard Form (SF) 85, Questionnaire for Non-Sensitive Positions, or the SF 86, Questionnaire for National
Security Positions (see note below);

(2) Proof of citizenship (i.e., an origina or a certified copy of abirth certificate, passport, or naturalization
certificate); and

(3) Form FD-258, Fingerprint Card (however, fingerprinting can be performed by the cognizant DLA Intelligence
Personnd Security Office).

(Noteto (f)(1) above: Aninvestigation request is facilitated through use of the SF 85 or the SF 86. These forms with
instructions as well asthe Optional Form (OF) 306, Declaration for Federal Employment, which is required with submission
of the SF85 or SF 86, are available at the Office of Personnel Managements (OPM) system called Electronic Questionnaires
for Investigations Processing (e-QIP). Hard copies of the SF85 and SF86 are available at OPMs web-site, http://
www.opm.gov/, but hard copies of the forms are not accepted.)

(9) Required documentation, listed above in paragraphs (f) (1) through (3), must be provided by Seller to Buyer at the time
of fingerprinting or prior to the DLA Intelligence Personnel Security Office releasing the investigation to OPM.

(h) Upon completion of the NACI, NACLC, SSBI, or other sufficient, appropriate investigation, the results of the
investigation will be forwarded by OPM to the appropriate adjudication facility for eligibility determination or the DLA
Intelligence Personnel Security Office for review and determination regarding the applicants suitability to occupy an
unescorted entry position in performance of the DLA contract. Seller personnel shall not commence work on this effort
until the investigation has been favorably adjudicated or Seller employee has been waived into the position pending
completion of adjudication. The DLA Intelligence Personnel Security Office will ensure that results of investigations will
be sent by OPM t to the Department of Defense, Consolidated Adjudications Fecility (DoD CAF) or DLA Intelligence
Personndl Security Office.

() A waiver for IT level positionsto allow assignment of an individual Seller employee to commence work prior to
completion of the investigation may be granted in emergency situations when it is determined that a delay would be
harmful to national security. A request for waiver will be considered only after the Government isin receipt of the
individual Contractor employees completed forms, the background investigation has been initiated and favorable FBI
fingerprint check has been conducted. The request for awaiver must be approved by the Commander/Director or Deputy
Commander/Director of the site. The cognizant DLA Intelligence Personnel Security Office reserves the right to determine
whether awaiver request will be forwarded for processing. Theindividua Seller employee for which the waiver isbeing
requested may not be assigned to a position, that is, physically work at the Federally-controlled facility and/or be granted
access to Federally-controlled information systems, until the waiver has been approved.

() Therequirements of this clause apply to the prime Contractor, Seller and any subcontractors Seller may employ during
the course of this contract, as well as any temporary employees that may be hired by Seller. The Government retains the
right to request removal of Seller personnel, regardless of prior clearance or adjudication status whose actions, while
assigned to this contract, who are determined by the Contracting Officer to conflict with the interests of the Government. I
such removal occurs, Seller shall assign qualified personnel, with the required investigation, to any vacancy.

(k) All Seller personnel who are granted access to Government and/or Federally-controlled information systems shall
observe al local automated information system (AlS) security policies and procedures. Violations of local AlS security
policy, such as password sharing, performing personal work, file access violations, or browsing files outside the scope of
the contract, will result in removal of Seller employee from Government property and referral to Seller for appropriate
disciplinary action. Actions taken by Seller in response to a violation will be evaluated and will be reflected in Seller’s
performance assessment for use in making future source selection decisions. In addition, based on the nature and extent o
any violations of AlS security policy, the Government will consider whether it needs to pursue any other actions.

(1) Seller may also be required to obtain a Common Access Card (CAC) or Installation Access Badge for each Seller
employee in accordance with procedures established by DLA. When a CAC is required, the Contracting Officer will ensure
that Seller follows the requirements of Homeland Security Presidential Directive 12 and any other CAC-related
rﬁquihrementsin the contract. Seller shall provide, on amonthly basis, alisting of al personnel working under the contract
that have CACs.

(m) Seller personnel must additionally receive operations security (OPSEC) and information security (INFOSEC) awareness
training. The DLA annua OPSEC refresher training and DLA annual INFOSEC training will satisfy these requirements and
are available through the DLA Intelligence Office.

(n) When a Seller employee who has been granted a clearance is removed from the contract, Seller shall provide an
appropriately trained substitute who has met or will meet the investigative requirements of this clause. The substitute may
not begin work on the contract without written documentation, signed by the Contracting Officer, stating that the new
Sdller emplovee has met one of the criteria set forth in paraaraphs (c). (d). or (i) of this clause. (i.e.. acceptance of a
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previously completed security investigation, satisfactory completion of anew investigation, or awaiver allowing work to
begin pending completion of an investigation). Seller individual employees removed from this contract as aresult of a
violation of local AlS security policy are removed for the duration of the contract.

(o) Thefollowing shall be completed for every employee of Seller working on this contract upon contract expiration.
Additionally, Seller shall notify Buyer immediately in writing whenever a Seller employee working on this contract resigns,
isreassigned, isterminated or no longer requires admittance to the Federally-controlled facility or accessto Federally-
controlled information systems. When the Seller employee departs, Seller will relay departure information to the cognizant
DLA Intelligence Personnel Security Office and the Trusted Agent (TA) that entered the individual into the Trusted
Associated Sponsorship System (TASS), so appropriate databases can be updated. Seller will ensure each departed
employee has completed the DLA J6 Out-Processing Checklist, when applicable, for the necessary security briefing, has
returned any Government-furnished equipment, returned the DoD CAC and DLA (or equivalent Installation) badge,
returned any DoD or DLA vehicle decal, and requested deletion of local area network account with a prepared Department
of Defense (DD) Form 2875. The Contractor will be responsible for any costs involved for failure to complete the out-
processing, including recovery of Government property and investigation involved.

(p) These security requirements do not excuse Seller from meeting the delivery schedule/performance requirements set
forth in the contract, or waive the delivery schedule/performance requirementsin any way. Seller shall meet the required
delivery schedule/performance requirements unless Buyer grants awaiver or extension.

(g) Seller shall not bill for personnel, who are not working on the contract while that Seller employee’s clearance
investigation is pending.



