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CUSTOMER CONTRACT REQUIREMENTS
IL SCM F-15
CUSTOMER CONTRACT SPE7M0-23-P-5537

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this Contract to the extent indicated below. If this
Contract is for the procurement of commercial products and/or commercial services under a Government prime
contract, as defined in FAR Part 2.101, Section 3 replaces the requirements of Sections 1 and 2 below. Please
note, the requirements below are developed in accordance with Buyer’s prime contract and are not modified
by Buyer for each individual Seller or statement of work. Seller will remain at all times responsible for providing
to any government agency, Buyer, or Buyer’s customer, evidence of compliance with the requirements herein
or that such requirements are not applicable to the extent satisfactory to the requesting party.

1. FAR Clauses The following contract clauses are incorporated by reference from the Federal Acquisition
Regulation and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror" mean
Seller.

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (NOV 2021). In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer." All
reporting required by paragraph (c) shall be reported through Buyer. Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).

Paragraph (b)(2) is deleted. Paragraph (d)(1) is deleted and replaced with the following: "In the event
Seller identifies covered telecommunications equipment or services used as a substantial or essential
component of any system, or as critical technology as part of any system, during contract performance,
or Seller is notified of such by a subcontractor at any tier or any other source, Seller shall report the
information in paragraph (d)(2) of this clause via email to Buyer's Authorized Procurement
Representative, with the required information in the body of the email."

52.204-27 Prohibition on a ByteDance Covered Application (JUN 2023). In paragraph (b), if an
exception has been granted by the Contracting Officer, notice shall be provided to Seller through
Buyer.

52.211-15 Defense Priority and Allocation Requirements (APR 2008). This clause is applicable if a
priority rating is noted in this contract.

52.222-50 Combating Trafficking in Persons (NOV 2021). The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2022). This clause applies if the
Contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements
(Construction) statute, and are to be performed in whole or in part in the United States.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (JUN 2020). This
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clause applies if the contract exceeds the micro-purchase threshold, as defined in Federal Acquisition
Regulation 2.101 on the date of subcontract award.

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).
52.232-39 Unenforceability of Unauthorized Obligations (JUN 2013).

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (MAR 2023). This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Products and Commercial Services (JUN 2023). The clauses
in paragraph (c) (1) apply when Seller is providing commercial products or commercial services under
the Contract.

52.246-2 Inspection of Supplies-Fixed Price (AUG 1996). The term “Government” means
“Government and/or Buyer”, except in paragraph (b) the second time it appears, and paragraphs (f),
(h), (j), and (l), where the term “Government” means “Buyer”. The term “Contracting Officer” means
“Buyer”.

52.253-1 Computer Generated Forms (JAN 1991).

2. DoD FAR Supplement Clauses DoD Contracts. The following contract clauses are incorporated by reference
from the Department of Defense Federal Acquisition Regulation Supplement and apply to the extent indicated.
In all of the following clauses, "Contractor" and "Offeror" mean Seller except as otherwise noted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC
2022).

252.204-7004 Anitterrorism Awareness Training for Contractors (JAN 2023). This clause applies
when Seller performance requires routine physical access to a Federally-controlled facility or military
institution.

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber
Incident Information (JAN 2023). This clause applies to contracts for services that include support for
the Government’s activities related to safeguarding covered defense information and cyber incident
reporting, including contracts for commercial products and commercial services.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (JAN
2023). This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system. The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning. In paragraphs (d) and (g), “Contracting Officer” shall mean
“Contracting Officer or Buyer.” In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives. Seller represents and warrants that (i) it is in compliance with
the requirements of DFARS Clause 252.204-7012 as modified by the preceding paragraph, or (ii) that,
pursuant to paragraph (b)(2)(ii)(B), it has submitted a request applicable to this Contract for a variance
from the requirements of NIST SP 800-171, to the US Government Contracting Office and that Seller’s
request for such variance was approved by an authorized representative of the DoD CIO.

252.204-7014 LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY LITIGATION
SUPPORT CONTRACTORS (JAN 2023).

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment
or Services (JAN 2023). In paragraph (d), all required reporting shall be to Buyer.

252.215-7014 Exception from Certified Cost or Pricing Data Requirements for Foreign Military
Sales Indirect Offsets (DEC 2022).



Effective: 02/24/2025

BDS Terms and Conditions Guide Page 3 of 6

252.225-7008 Restriction on Acquisition of Specialty Metals (MAR 2013). This clause applies if the
contract exceeds $150,000.

252.225-7048 Export-Controlled Items (JUN 2013).

252.225-7051 Prohibition on Acquisition of Certain Foreign Commercial Satellite Services (DEC
2022).

252.225-7052 Restriction on the Acquisition of Certain Magnets, Tantalum, and Tungsten (JAN
2023). This clause applies if the contract is for items containing a covered material, unless an
exception in paragraph (c) of the clause applies.

252.225-7054 Prohibition on use of Certain Energy sourced from Inside the Russian Federation
(JAN 2023). This clause applies if the Contract is for furnished energy at a covered military installation.

252.225-7056 Prohibition Regarding Business Operations with the Maduro Regime (JAN 2023).

252.225-7057 Preaward Disclosure of Employment of Individuals Who Work in the People’s
Republic of China (AUG 2022).

252.225-7058 Postaward Disclosure of Employment of Individuals Who Work in the People’s
Republic of China (JAN 2023). This clause applies only if this contract exceeds $5 million, not including
contracts for commercial products and commercial services.

252.244-7000 Subcontracts for Commercial Products or Commercial Services (JAN 2023).

252.247-7023 Transportation of Supplies by Sea-Basic (JAN 2023). This clause applies if this
contract is for supplies that are of a type described in paragraph (b)(2) of this clause. In paragraph
(d), "45 days" is changed to "60 days." If this contract exceeds the simplified acquisition threshold,
paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded.

3. Commercial Items If goods or services being procured under this contract are commercial products and/or
commercial services and Clause H203 is set forth in the purchase order, the foregoing Government clauses in
Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (NOV 2021). This clause applies if this
contract exceeds the threshold specified in FAR 3.1004 (a) on the date of contract award and has a
performance period of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of
2009 (JUN 2010). This clause applies if this contract is funded in whole or in part with Recovery Act
funds.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements
(JAN 2017).

52.204-21 Basic Safeguarding of Covered Information Systems (NOV 2021). This clause applies to
the Contract if Seller may have Federal contract information residing in or transiting through its
information system.

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or
Provided by Kaspersky Lab and Other Covered Entities (NOV 2021). In paragraph (c)(1), the term
"Government" means "Government or Buyer" and the term "Contracting Officer" means "Buyer." All
reporting required by paragraph (c) shall be reported through Buyer. Seller shall report the
information in paragraph (c)(2) to Buyer.

52.204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance
Services or Equipment (NOV 2021).

Paragraph (b)(2) is deleted. Paragraph (d)(1) is deleted and replaced with the following: "In the event
Seller identifies covered telecommunications equipment or services used as a substantial or essential
component of any system, or as critical technology as part of any system, during contract performance,
or Seller is notified of such by a subcontractor at any tier or any other source, Seller shall report the
information in paraaraph (d)(2) of this clause via email to Buver's Authorized Procurement
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Representative, with the required information in the body of the email."

52.204-27 Prohibition on a ByteDance Covered Application (JUN 2023). In paragraph (b), if an
exception has been granted by the Contracting Officer, notice shall be provided to Seller through
Buyer.

52.219-8 Utilization of Small Business Concerns (OCT 2022).
52.222-21 Prohibition of Segregated Facilities (APR 2015).
52.222-26 Equal Opportunity (SEP 2016).

52.222-35 Equal Opportunity for Veterans. (JUN 2020). This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations or orders of the Secretary of Labor.

52.222-36 Equal Opportunity for Workers with Disabilities (JUN 2020). This clause applies if this
contract is in excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a) on
the date of contract award, unless exempted by rules, regulations, or orders of the Secretary.

52.222-37 Employment Reports on Veterans (JUN 2020). This clause applies if this contract is valued
at or above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless
exempted by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).

52.222-50 Combating Trafficking in Persons (NOV 2021). The term “Contractor” shall mean “Seller”,
except in the paragraph (a) definition of Agent, and except when the term “prime contractor” appears,
which shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer, Buyer's
Authorized Procurement Representative” in paragraph (d)(1). Paragraph (d)(2) shall read as follows:
“If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's
Authorized Procurement Representative for each affected contract.” The term “the Government” shall
mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean “Cancellation”
and “Cancellation for Default”, respectively, in paragraph (e)(6). The term “Contracting Officer” shall
mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of
the activities involved in the performance of a Government subcontract, including the number of non-
United States citizens expected to be employed and the risk that the contract or subcontract will
involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall
mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean
“Buyer” in paragraph (h)(5).

52.222-50 Combating Trafficking in Persons Alternate I (MAR 2015). The term “Contractor” shall
mean “Seller”, except the term “prime contractor” shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer and the Buyer's Authorized Procurement representative in
paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If the allegation may be associated with
more than one contract, the Seller shall inform the Buyer's Authorized Procurement Representative for
each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “cancellation” and “Cancellation for Default”,
respectively, in paragraph (e)(6). Insert the following at the end of paragraph (e): “If the Government
exercises one of the remedies identified in the paragraph (e) against Buyer as a result, in whole or in
part, of the Seller’s violation of its obligations under this clause, Buyer may impose that remedy against
the Seller proportionate to the extent to which Seller’s violation caused the Government'’s decision to
impose a remedy on Buyer.” The term “Contracting Officer” shall mean “Contracting Officer and Buyer”
in paragraph (f), except in paragraph (f)(2), where it shall mean “Contracting Officer or Buyer”.
Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens
expected to be employed and the risk that the contract or subcontract will involve services or supplies
susceptible to trafficking in persons.” The term “Contracting Officer” shall mean “Contracting Officer or
Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph (h)(5).

52.222-55 Minimum Wages for Contractor Workers Under Executive Order 14026 (JAN

2022). This clause applies if this contract is subject to the Service Contract Labor Standards statute or
the Wage Rate Requirements (Construction) statute, and is to be performed in whole or in part in the
United States. "Contracting Officer" shall mean "Buyer" except for paragraphs (e)(2), (4) and (g). If the



Effective: 02/24/2025

BDS Terms and Conditions Guide Page 5 of 6

Government exercises a withhold identified in the paragraph (g) against Buyer as a result of the
Seller’s violation of its obligations under this clause, Buyer may impose that withhold against the
Seller.

52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2022). This clause applies if the
Contract is subject to the Service Contract Labor Standards statute or the Wage Rate Requirements
(Construction) statute, and are to be performed in whole or in part in the United States.

52.224-3 Privacy Training Alternate I (JAN 2017).

52.224-3 Privacy Training (JAN 2017). The term "Contracting Officer" shall mean "Contracting Officer
or Buyer". This clause applies if Seller employees will (1) Have access to a system of records; (2)
Create, collect, use, process, store, maintain, disseminate, disclose, dispose, or otherwise handle
personally identifiable information; or (3) Design, develop, maintain, or operate a system of records.

52.225-26 Contractors Performing Private Security Functions Outside the United States (OCT
2016). This clause applies if the Contract will be performed outside the United States in areas of (1)
combat operations, as designated by the Secretary of Defense; or (2) other significant military
operations, upon agreement of the Secretaries of Defense and State that the clause applies in that
area. In paragraph (d)(1), Contracting Officer shall mean "Contracting Officer or Buyer" and in
paragraph (d) (3), Contracting Officer shall mean Buyer.

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (MAR 2023). This
clause applies to contracts with small business concerns. The term "Contractor" retains its original
meaning.

52.244-6 Subcontracts for Commercial Products and Commercial Services (JUN 2023). The clauses
in paragraph (c) (1) apply when Seller is providing commercial products or commercial services under
the Contract.

52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV 2021). This clause
does not apply if this contract is for the acquisition of commercial products or commercial services
unless (i) this contract is a contract or agreement for ocean transportation services; or a construction
contract; or (ii) the supplies being transported are (a) items the Seller is reselling or distributing to the
Government without adding value (generally, the Seller does not add value to the items when it
subcontracts items for f.o.b. destination shipment); or (b) shipped in direct support of U.S. military (1)
contingency operations; (2) exercises; or (3) forces deployed in connection with United Nations or
North Atlantic Treaty Organization humanitarian or peacekeeping operations.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC
2022).

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber
Incident Information (JAN 2023). This clause applies to contracts for services that include support for
the Government’s activities related to safeguarding covered defense information and cyber incident
reporting, including contracts for commercial products and commercial services.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (JAN
2023). This clause applies if the Contract is for operationally critical support or where performance will
involve a covered contractor information system. The term “contractor” retains its original meaning
wherever the word is not capitalized. In the terms “Contractor attributional/proprietary information,”
“Contractor information system” and "covered contractor information system," the term "contractor"
also retains its original meaning. In paragraphs (d) and (g), “"Contracting Officer” shall mean
“Contracting Officer or Buyer.” In paragraph (m)(2), the term “prime Contractor” retains its original
meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request
to the Contracting Officer to vary from NIST SP 800-171. Reporting to Buyer in accordance with
(m)(2)(ii) shall be accomplished via abuse@Boeing.com with a copy to the Buyer's Authorized
Procurement Representative. The Boeing 1st tier subcontractor promptly shall report lower tier
subcontractor information it receives. Seller represents and warrants that (i) it is in compliance with
the requirements of DFARS Clause 252.204-7012 as modified by the preceding paragraph, or (ii) that,
pursuant to paragraph (b)(2)(ii)(B), it has submitted a request applicable to this Contract for a variance
from the requirements of NIST SP 800-171, to the US Government Contracting Office and that Seller’s
request for such variance was approved by an authorized representative of the DoD CIO.

252.204-7014 LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY LITIGATION
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SUPPORT CONTRACTORS (JAN 2023).

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment
or Services (JAN 2023). In paragraph (d), all required reporting shall be to Buyer.

252.225-7048 Export-Controlled Items (JUN 2013).

252.225-7052 Restriction on the Acquisition of Certain Magnets, Tantalum, and Tungsten (JAN
2023). This clause applies if the contract is for items containing a covered material, unless an
exception in paragraph (c) of the clause applies.

252.225-7054 Prohibition on use of Certain Energy sourced from Inside the Russian Federation
(JAN 2023). This clause applies if the Contract is for furnished energy at a covered military installation.

252.225-7056 Prohibition Regarding Business Operations with the Maduro Regime (JAN 2023).
252.244-7000 Subcontracts for Commercial Products or Commercial Services (JAN 2023).

252.247-7023 Transportation of Supplies by Sea-Basic (JAN 2023). This clause applies if this
contract is for supplies that are of a type described in paragraph (b)(2) of this clause. In paragraph
(d), "45 days" is changed to "60 days." If this contract exceeds the simplified acquisition threshold,
paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded.



