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CUSTOMER CONTRACT P000065548

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this contract to the extent indicated below.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and
Other Covered Entities (JUL 2018).  In paragraph (c)(1), the term "Government" means "Government or Buyer" and the term
"Contracting Officer" means "Buyer."  All reporting required by paragraph (c) shall be reported through Buyer.  Seller shall report the
information in paragraph (c)(2) to Buyer.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred, Suspended or Proposed
for Debarment (OCT 2015).  Seller agrees it is not debarred, suspended, or proposed for debarment by the Federal Government. Seller
shall disclose to Buyer, in writing, whether as of the time of award of this contract, Seller or its principals is or is not debarred,
suspended, or proposed for debarment by the Federal Government.  This clause does not apply to contracts where Seller is providing
commercially available off-the shelf items.

52.211-15 Defense Priority and Allocation Requirements (APR 2008).  This clause is applicable if a priority rating is noted in this
contract.

52.222-21 Prohibition of Segregated Facilities  (APR 2015).   

52.222-26 Equal Opportunity (SEP 2016).   

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014).  This clause applies only if this contract exceeds $15,000.

52.222-50 Combating Trafficking in Persons (MAR 2015).  The term “contractor” shall mean “Seller”, except in the paragraph (a)
definition of Agent, and except when the term “prime contractor” appears, which shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer, Buyer's Authorized Procurement representative” in paragraph (d)(1). Paragraph (d)(2) shall
read as follows: “If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's Authorized
Procurement Representative for each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “Cancellation” and “Cancellation for Default”, respectively, in paragraph (e)(6). The
term “Contracting Officer” shall mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens expected to be employed and the risk
that the contract or subcontract will involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer”
shall mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph
(h)(5).

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (AUG 2011).   

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).  

2. DoD FAR Supplement Clauses   DoD Contracts. The following contract clauses are incorporated by reference from the Department of
Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror"
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mean Seller except as otherwise noted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013).   

252.204-7000 Disclosure of Information (OCT 2016).  Seller shall submit requests for authorization to release information through
Buyer. Seller shall submit written requests to Buyer a minimum of 25 days prior to proposed date of release.

252.204-7012 Safeguarding of Unclassified Controlled Technical Information  (NOV 2013).  Contracting Officer means
Buyer. Paragraph (d)(1) shall read as follows: “Reporting requirement. Seller, through the first tier subcontractor, shall report as much
of the following information as can be obtained by sending an email to abuse@Boeing.com (or any other address specified in writing by
Buyer) immediately upon discovery of any cyber incident, as described in paragraph (d)(2) of this clause, that affects unclassified
controlled technical information resident on or transiting through the Seller’s unclassified information systems . The Seller shall copy
the Buyer’s  procurement agent on all related email notifications.”
Each lower tier subcontractor shall report as much of the following information as can be obtained, to its higher tier subcontractor
immediately upon discovery of any cyber incident, as described in paragraph (d) (2) of this clause, that affects unclassified controlled
technical information resident or transiting through the subcontractor’s unclassified information system. The Boeing 1st tier
subcontractor shall immediately report, as described above, lower tier subcontractor information it receives.

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016).   

252.247-7023 Transportation of Supplies by Sea-Basic  (APR 2014).  This clause applies if this contract is for supplies that  are of a
type described in paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." If this contract exceeds the
simplified acquisition threshold, paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at  or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded. 

252.247-7024 Notification of Transportation of Supplies by Sea  (MAR 2000).  Contracting Officer and, in the first sentence of
paragraph (a), Contractor mean Buyer. This clause applies only if the supplies being transported are noncommercial items or
commercial items that (i) Seller is reselling or distributing to the Government without adding value (generally, Seller does not add value
to items that it contracts for f.o.b. destination shipment); (ii) are shipped in direct support of U.S. military contingency operations,
exercises, or forces deployed in humanitarian or peacekeeping operations; or (iii) are commissary or exchange cargoes transported
outside the Defense Transportation System in accordance with 10 U.S.C. 2643.
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