
CUSTOMER CONTRACT REQUIREMENTS
Space Dynamics Laboratory (SDL) Subcontract

CUSTOMER CONTRACT CP0054571

CUSTOMER CONTRACT REQUIREMENTS

The following customer contract requirements apply to this contract to the extent indicated below. If this contract is for the procurement of
commercial items under a Government prime contract, as defined in FAR Part 2.101, see Section 3 below.

1. FAR Clauses  The following contract clauses are incorporated by reference from the Federal Acquisition Regulation and apply to the extent
indicated. In all of the following clauses, "Contractor" and "Offeror" mean Seller.

52.203-6 Restrictions on Subcontractor Sales to the Government  (SEP 2006).  This clause applies only if this contract exceeds (i)
$100,000 if included in Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if included in
Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but was
amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-7 Anti-Kickback Procedures (MAY 2014).  Buyer may withhold from sums owed Seller the amount of any kickback paid by
Seller or its subcontractors at any tier if (a) the Contracting Officer so directs, or (b) the Contracting Officer has offset the amount of
such kickback against money owed Buyer under the prime contract. This clause, excluding subparagraph (c)(1),  applies only if this
contract exceeds $150,000.

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions (SEP 2007).  This
clause applies only if this contract exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before
October 1, 2010 or (ii) $150,000 if included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was
issued prior to October 1, 2010 but was amended after October 1, 2010 to increase the Simplified Acquisition Threshold.

52.203-12 Limitation on Payments to Influence Certain Federal Transactions (OCT 2010).  This clause applies only if this
contract exceeds $150,000. Paragraph (g)(2) is modified to read as follows: "(g)(2) Seller will promptly submit any disclosure required
(with written notice to Boeing) directly to the PCO for the prime contract. Boeing will identify the cognizant Government PCO at
Seller's request. Each subcontractor certification will be retained in the subcontract file of the awarding contractor."

52.203-17 Contractor Employee Whistleblower Rights and Requirement to Inform Employees of Whistleblower Rights (APR
2014).  This clause applies only if this contract exceeds simplified acquisition threshold.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements  (JAN 2017).  

52.204-2 Security Requirements  (AUG 1996).  The reference to the Changes clause means the changes clause of this Contract. This
clause applies only if the Contract involves access to classified material.

52.204-9 Personal Identity Verification of Contractor Personnel. (JAN 2011).  This clause applies only if performance under this
contract requires Seller to have routine physical access to a Federally-controlled facility and/or routine access to a Federally-controlled
information system.

52.204-21 Basic Safeguarding of Covered Information Systems  (JUN 2016).  

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and
Other Covered Entities (JUL 2018).  In paragraph (c)(1), the term "Government" means "Government or Buyer" and the term
"Contracting Officer" means "Buyer."  All reporting required by paragraph (c) shall be reported through Buyer.  Seller shall report the
information in paragraph (c)(2) to Buyer.
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52.208-8 Required Sources for Helium and Helium Usage Data  (AUG 2018).  This clause applies if Seller will furnish a major
helium requirement as defined in the clause. In paragraph (b)(2), "Contracting Officer" shall mean "Buyer” and “10 days” shall be “5
days”.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred, Suspended or Proposed
for Debarment (OCT 2015).  Seller agrees it is not debarred, suspended, or proposed for debarment by the Federal Government. Seller
shall disclose to Buyer, in writing, whether as of the time of award of this contract, Seller or its principals is or is not debarred,
suspended, or proposed for debarment by the Federal Government.  This clause does not apply to contracts where Seller is providing
commercially available off-the shelf items.

52.211-15 Defense Priority and Allocation Requirements (APR 2008).  This clause is applicable if a priority rating is noted in this
contract.

52.215-2 Audit and Records - Negotiation (OCT 2010).  This clause applies only if this contract exceeds $150,000 and (i) is cost-
reimbursement, incentive, time-and-materials, labor-hour, or price-redeterminable type or any combination of these types; (ii) Seller
was required to provide cost or pricing data, or (iii) Seller is required to furnish reports as discussed in paragraph (e) of the referenced
clause. Notwithstanding the above, Buyer's rights to audit Seller are governed by the Financial Records and Audit article of the General
Provisions incorporated in the Contract.

52.215-14 Integrity of Unit Prices (OCT 2010).  This clause applies except for contracts at or below $150,000; construction or
architect-engineer services under FAR Part 36; utility services under FAR Part 41; services where supplies are not required; commercial
items; and petroleum products.

52.215-15 Pension Adjustments and Asset Reversions (OCT 2010).  This clause applies to this contract if it meets the requirements
of FAR 15.408(g).

52.215-18 Reversion or Adjustment of Plans for Post-Retirement Benefits (PRB) Other Than Pensions (JUL 2005).  This
clause applies to this contract if it meets the requirements of FAR 15.408(j).

52.215-19 Notification of Ownership Changes (OCT 1997).  This clause applies to this contract if it meets the requirements of FAR
15.408(k).

52.215-23 Limitations on Pass-Through Charges. (OCT 2009).  This clause applies to all cost-reimbursement subcontracts that
exceeds (i) $100,000 if included in Buyer's customer RFP or customer contract issued before October 1, 2010 or (ii) $150,000 if
included in Buyer's customer RFP issued on or after October 1, 2010, or if the prime contract was issued prior to October 1, 2010 but
was amended after October 1, 2010 to increase the Simplified Acquisition Threshold. If the contract is with DoD, then this clause
applies to all cost-reimbursement subcontracts and fixed-price subcontracts, except those identified in 15.408(n)(2)(i)(B)(2), that exceed
the threshold for obtaining cost or pricing data in accordance with FAR 15.403-4.  In paragraph (c), "Contracting Officer" shall mean
Buyer.

52.219-8 Utilization of Small Business Concerns  (NOV 2016).   

52.222-4 Contract Work Hours and Safety Standards-Overtime Compensation  (MAY 2018).  Buyer may withhold or recover
from Seller the amount of any sums the Contracting Officer withholds or recovers from Buyer because of liabilities of Seller or its
subcontractors under this clause.

52.222-21 Prohibition of Segregated Facilities  (APR 2015).   

52.222-26 Equal Opportunity (SEP 2016).   

52.222-35 Equal Opportunity for Veterans. (OCT 2015).  This clause applies only if this contract is $150,000 or more.
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52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014).  This clause applies only if this contract exceeds $15,000.

52.222-37 Employment Reports on Veterans (FEB 2016).  This clause applies if this contract is $150,000 or more, unless exempted
by rules, regulations, or orders of the Secretary of Labor.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).  

52.222-50 Combating Trafficking in Persons (MAR 2015).  The term “contractor” shall mean “Seller”, except in the paragraph (a)
definition of Agent, and except when the term “prime contractor” appears, which shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer, Buyer's Authorized Procurement representative” in paragraph (d)(1). Paragraph (d)(2) shall
read as follows: “If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's Authorized
Procurement Representative for each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “Cancellation” and “Cancellation for Default”, respectively, in paragraph (e)(6). The
term “Contracting Officer” shall mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens expected to be employed and the risk
that the contract or subcontract will involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer”
shall mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph
(h)(5).

52.222-54 Employment Eligibility Verification (OCT 2015).  This clause applies to all subcontracts that (1) are for (i) commercial or
noncommercial services (except for commercial services that are part of the purchase of a COTS item, or an item that would be a COTS
item, but for minor modifications performed by the COTS provider and are normally provided for that COTS item), or (ii)
construction; (2) has a value of more than $3,500; and (3) includes work performed in the United States.

52.223-18 Encouraging Contractor Policies To Ban Text Messaging While Driving (AUG 2011).   

52.225-13 Restriction on Certain Foreign Purchases (JUN 2008).  

52.225-19 Contractor Personnel in a Designated Operational Area or Supporting a Diplomatic or Consular Mission Outside
the United States. (MAR 2008).   This clause is applicable when Seller personnel performs work outside the United States in: (1) In a
designated operational area during (i) Contingency operations; (ii) Humanitarian or peacekeeping operations; or (iii) Other military
operations; or military exercises, when designated by the Combatant Commander; or; (2) When supporting a diplomatic or consular
mission (i) That has been designated by the Department of State as a danger pay post  See http://aoprals.state.gov/Web920/
danger_pay_all.asp) and (ii) That the Contracting Officer has indicated is subject to this clause.

52.225-26 Contractors Performing Private Security Functions Outside the United States  (OCT 2016).  This clause applies if the
Contract will be performed outside the United States in areas of (1) combat operations, as designated by the Secretary of Defense; or
(2) other significant military operations, upon agreement of the Secretaries of Defense and State that the clause applies in that area. In
paragraph (d)(1), Contracting Officer shall mean "Contracting Officer or Buyer" and in paragraph (d) (3), Contracting Officer shall mean
Buyer.

52.227-9 Refund of Royalties (APR 1984).  This clause applies only if the amount of royalties reported during negotiation of this
contract exceeds $250.

52.227-10 Filing of Patent Applications - Classified Subject Matter  (DEC 2007).  

52.228-5 Insurance - Work on a Government Installation (JAN 1997).  
This clause applies to contracts that requires work on a Government installation. In paragraph (b) and (b)2, "Contracting Officer" shall
mean "Buyer".  In paragraph (c), "Contracting Officer" shall mean "Contracting Officer or Buyer". Seller shall provide and maintain
insurance as set forth in this contract, which is ___________.

52.230-6 Administration of Cost Accounting Standards  (JUN 2010).  Add "Buyer and the" before "CFAO" in paragraph (m). This
clause applies if clause H001, H002, H004 or H007 is included in this contract.
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52.244-6 Subcontracts for Commercial Items  (AUG 2018).  Clauses in paragraph (c) (1) apply when Seller is providing commercial
items under the Contract.

52.245-1 Government Property (JAN 2017).  This clause applies if Government property is acquired or furnished for contract
performance.   "Government" shall mean Government throughout except the first time it appears in paragraph (g)(1) when
"Government" shall mean the Government or the Buyer. 

52.245-1 Government Property (Apr 2012)  Alternate II (APR 2012).  This clause applies if Government property is acquired or
furnished for contract performance.   "Government" shall mean Government throughout except the first time it appears in paragraph
(g)(1) when "Government" shall mean the Government or the Buyer. 

52.247-63 Preference for U.S.-Flag Air Carriers  (JUN 2003).  This clause only applies if this contract involves international air
transportation.

52.248-1 Value Engineering (OCT 2010).  This clause applies only if this contract is for $150,000 or more. The term “Contractor”
means Seller. The term "Contracting Officer" means Buyer.  The term "contracting office" means US Government contracting
office. The term "Government" means Buyer except in subparagraph (c)(5).   The term "Government" does not mean Buyer as it is
used in the phrase "Government costs”. Paragraph (d) shall read as follows: The Seller shall submit VECP’s to the Buyer.  
Subparagraph (e)(1) shall read as follows: The Buyer will notify the Seller of the status of the VECP after receipt. The Buyer will
process VECP’s expeditiously; however, it will not be liable for any delay in acting upon a VECP. 
 Paragraph (m) shall read as follows: (m) Data. The Seller may restrict the Government’s right to use any part of a VECP or the
supporting data by marking the following legend on the affected parts:
These data, furnished under the Value Engineering clause of contract, shall not be disclosed outside the Buyer and Government or
duplicated, used, or disclosed, in whole or in part, for any purpose other than to evaluate a value engineering change proposal submitted
under the clause. This restriction does not limit the Buyer’s and Government’s right to use information contained in these data if it has
been obtained or is otherwise available from the Seller or from another source without limitations.
If a VECP is accepted, the Seller hereby grants the Government unlimited rights in the VECP and supporting data, except that, with
respect to data qualifying and submitted as limited rights or Government purpose rights technical data, the Government shall have the
rights specified in the contract modification implementing the VECP and Seller shall appropriately mark the data. (The terms “unlimited
rights” a “limited rights” and “Government purpose rights” are defined in Part 27 of the Federal Acquisition Regulation (“FAR”) or
Part 227 of the Defense FAR Supplement, as applicable.)
 
Seller’s share of the net acquisition savings and collateral savings shall not reduce the Government's share of concurrent or future
savings or collateral savings. Buyer's payments to Seller under this clause are conditioned upon Buyer's receipt of authorization for
such payments from the Government

2. DoD FAR Supplement Clauses   DoD Contracts. The following contract clauses are incorporated by reference from the Department of
Defense Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following clauses, "Contractor" and "Offeror"
mean Seller except as otherwise noted.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013).   

252.204-7000 Disclosure of Information (OCT 2016).  Seller shall submit requests for authorization to release information through
Buyer. Seller shall submit written requests to Buyer a minimum of 25 days prior to proposed date of release.

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information (OCT
2016).  This clause applies to contracts for services that include support for the Government’s activities related to safeguarding covered
defense information and cyber incident reporting, including contracts for commercial items.

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information (DEC
2015).  This clause applies to contracts for services that include support for the Government’s activities related to safeguarding covered
defense information and cyber incident reporting, including contracts for commercial items.

252.204-7010 Requirement for Contractor to Notify DoD if the Contractor’s Activities are Subject to Reporting Under the
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U.S. - International Atomic Energy Agency Additional Protocol.  (JAN 2009).  This clause applies only if this contract is subject to
the provisions of U.S.-International Atomic Energy Agency Additional Protocol.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (OCT 2016).  This clause applies if the
Contract is for operationally critical support or where performance will involve a covered contractor information system.  The term
“contractor” retains its original meaning wherever the word is not capitalized. In the terms “Contractor attributional/proprietary
information,” “Contractor information system” and "covered contractor information system," the term "contractor" also retains its
original meaning. In paragraph (b)(2), the applicable security standard that applies to this Contract is NIST SP 800-171, Revision 1. In
paragraphs (d) and (g), “Contracting Officer” shall mean “Contracting Officer or Buyer.”   In paragraph (m)(2), the term “prime
Contractor” retains its original meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request to
the Contracting Officer to vary from NIST SP 800-171, Revision 1. Reporting to Buyer in accordance with (m)(2)(ii) shall be
accomplished via abuse@Boeing.com with a copy to the Buyer's Authorized Procurement Representative. The Boeing 1st tier
subcontractor promptly shall report lower tier subcontractor information it receives.
 
Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause 252.204-7012 as modified by the
preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B), it has submitted a request applicable to this Contract for a
variance from the requirements of NIST SP 800-171, Revision 1 to the US Government Contracting Office and that Seller’s request for
such variance was approved by an authorized representative of the DoD CIO.
 

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION SUPPORT (MAY 2016).  

252.208-7000 Intent to Furnish Precious Metals as Government-Furnished Material (DEC 1991).  The term "Offeror" shall
mean Seller. This clause applies only if this contract if an item being purchased contains precious metal. If responding to a solicitation,
Bidder/Offeror shall comply with the requirements of this clause.

252.223-7002 Safety Precautions for Ammunition and Explosives  (MAY 1994).  This clause applies only if this contract involves
ammunition or explosives. "Government" means Government or Buyer in paragraph (b)(2), each time it appears in (e), (f)(1), (f)(2), the
first time it appears in (g)(1)(i), and in (g)(3). "Government" means Buyer in paragraphs (c)(3), (c)(4), (c)(5), and the second time it
appears in (g)(1)(i). "Contracting Officer" means Contracting Officer and Buyer in paragraph (g)(4). "Contracting Officer" means Buyer
in paragraphs (c)(1), (c)(2), (c)(3), (c)(4), (c)(5), and each time it appears in (d).

252.223-7006 Prohibition on Storage, Treatment, And Disposal of Toxic Or Hazardous Materials  (SEP 2014).  This clause
applies if the contract requires, may require, or permits Seller access to a DoD installation. Seller shall include this clause in any of their
subcontracts.

252.225-7007 Prohibition on Acquisition of United States Munitions List Items from Communist Chinese Military
Companies (SEP 2006).   
This clause applies if this contract is for the purchase of items covered by the United States Munitions List.
 

252.225-7040 Contractor Personnel Supporting U.S. Armed Forces Deployed Outside the United States  (OCT 2015).  This
clause, including this paragraph (q), applies if, in performance of this contract, Seller personnel are supporting U.S. Armed Forces
deployed outside the United States in (1) contingency operations; (2) peace operations consistent with Joint Publication 3-07.3; or (3)
other military operations or military exercises, when designated by the Combatant Commander or as directed by the Secretary of
Defense.

252.225-7047 Exports by Approved Community Members in Performance of the Contract. (JUN 2013).  If Seller’s work under
this contract requires export or transfer of qualifying defense articles in connection with deliveries under this contract, Seller is
permitted but not required to use the DTC Treaties for such exports or transfers upon notice to and determination by Buyer’s
Authorized Procurement Representative’s that such articles are not intended to be excluded from the Treaty. In any event, Seller shall
comply with requirement of this clause.

252.225-7048 Export-Controlled Items (JUN 2013).  
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252.227-7013 Rights In Technical Data -- Noncommercial Items (FEB 2014).  This clause applies when technical data for
noncommercial items, or for commercial items developed in any part at Government expense, is to be obtained from Seller or Seller's
subcontractors for delivery to the Government.

252.227-7014 Rights In Noncommercial Computer Software And Noncommercial Computer Software Documentation  (FEB
2014).  This clause applies when noncommercial computer software or computer software documentation is to be obtained from Seller
or Seller's subcontractors for delivery to the Government.

252.227-7015 Technical Data -- Commercial Items (FEB 2014).  This clause applies whenever any technical data related to
commercial items is developed in any part at private expense and will be obtained from Seller or its subcontractors for delivery to the
Government.

252.227-7018 Rights in Noncommercial Technical Data and Computer Software -- Small Business Innovative Research
(SBIR) Program  (FEB 2014).  This clause applies only if the delivery of noncommercial technical data or computer software to the
Government is required under Buyer's prime contract.

252.227-7019 Validation of Asserted Restrictions - Computer Software  (SEP 2016).   

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016).   

252.227-7038 Patent Rights—Ownership By The Contractor (Large Business) (JUN 2012).  This clause applies only if this
contract is for experimental, developmental, or research work and Seller is not a small business firm or nonprofit organization. 

252.228-7001 Ground and Flight Risk (JUN 2010).  Seller acknowledges that the Customer Contract includes DFARS 252.228-7001,
Ground and Flight Risk (JUN 2010) (the “GFRC”), and that the GFRC incorporates DCMA Instruction 8210.1 (5 APR 2017),
CONTRACTOR’S FLIGHT AND GROUND OPERATIONS, by reference.  Seller shall have procedures in place to implement the
requirements of the GFRC and DCMA Instruction 8210.1 (5 APR 2017), and to enable Buyer to meet its obligations under the prime
contract. 

252.229-7004 Status of a Contractor as a Direct Contractor (Spain)  (JUN 1997).  

252.229-7011 Reporting of Foreign Taxes - U.S. Assistance Programs  (SEP 2005).  This clause applies if this contract is for the
procurement of commodities in excess of $500.

252.229-7014 Taxes-Foreign Contracts in Afghanistan. (DEC 2015).  

252.235-7002 Animal Welfare (DEC 2014).  This clause only applies if this contract involves research, development, test, and
evaluation or training that use live vertebrate animals. In paragraph (d) Contracting Officer means Buyer.

252.235-7003 Frequency Authorization-Basic (MAR 2014).  This clause applies only if this contract requires the development,
production, construction, testing, or operation of a device that utilizes radio frequency spectrum. Seller shall, without further
adjustment to contract price or fee, provide all necessary support and documentation to obtain radio frequency spectrum certification
and/or authorization. The term "Contracting Officer" shall mean "Buyer."

252.235-7004 PROTECTION OF HUMAN SUBJECTS (JUL 2009).  In subparagraph (c)(1), HRPO means HRPO and Buyer;
"with a copy to the Contracting Officer" is deleted; "from the Contracting Officer " is deleted; and in the last sentence, Contracting
Officer means Buyer. In subparagraph (c)(2) HRPO means HRPO and Buyer; "with a copy to the Contracting Officer" is deleted and
"from the Contracting Officer" is deleted. In paragraph (e), "under Federal Acquisition Regulation clause 52.242-15" is deleted and
Contracting Officer means Buyer.

252.239-7016 Telecommunications Security Equipment, Devices, Techniques, and Services  (DEC 1991).  This clause applies
only if this contract requires securing telecommunications.
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252.244-7000 Subcontracts for Commercial Items  (JUN 2013).   

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System  (MAY 2014).  This clause applies to
contracts for electronic parts or assemblies containing electronic parts or for contracts for the performance of authentication testing.
The term "Contractor" means "Buyer" in the first sentence. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.246-7008 Sources of Electronic Parts  (DEC 2017).  This clause applies if the Contract is for electronic parts or assemblies
containing electronics parts, unless  Seller is the original manufacturer of the electronic parts. The term “Contractor” means Seller and
the term “subcontractor” means Seller’s lower-tier suppliers.   In paragraph (b)(3)(ii)(A), the term “Contracting Officer” means
“Buyer’s Authorized Procurement Representative.”  Seller’s notification shall include, at a minimum,  identification of the electronic
parts being procured, identification of Seller’s lower-tier supplier providing such electronic parts, Seller’s rationale on acceptability  of
procuring such parts (including risk mitigation), and identification of the product using such parts (by lot or serial numbers).

252.247-7023 Transportation of Supplies by Sea-Basic  (APR 2014).  This clause applies if this contract is for supplies that  are of a
type described in paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." If this contract exceeds the
simplified acquisition threshold, paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at  or below
the simplified acquisition threshold, paragraphs (f) and (g) are excluded. 

252.247-7023 Transportation of Supplies by Sea  Alternate II  (APR 2014).   

252.247-7023 Transportation of Supplies by Sea  Alternate I  (APR 2014).   This clause applies if this contract is for supplies that
 are of a type described in paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." If this contract exceeds
the simplified acquisition threshold, paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at  or
below the simplified acquisition threshold, paragraphs (f) and (g) are excluded. 

252.247-7024 Notification of Transportation of Supplies by Sea  (MAR 2000).  Contracting Officer and, in the first sentence of
paragraph (a), Contractor mean Buyer. This clause applies only if the supplies being transported are noncommercial items or
commercial items that (i) Seller is reselling or distributing to the Government without adding value (generally, Seller does not add value
to items that it contracts for f.o.b. destination shipment); (ii) are shipped in direct support of U.S. military contingency operations,
exercises, or forces deployed in humanitarian or peacekeeping operations; or (iii) are commissary or exchange cargoes transported
outside the Defense Transportation System in accordance with 10 U.S.C. 2643.

3. NASA FAR Supplement Clauses   NASA Contracts. The following contract clauses are incorporated by reference from the National
Aeronautics and Space Administration Federal Acquisition Regulation Supplement and apply to the extent indicated. In all of the following
clauses, "Contractor" means Seller.

1852.204-76 Security Requirements for Unclassified Information Technology Resources  (JAN 2011).  This clause applies if this
contract meets the requirements of paragraph b. of this clause.

1852.223-70 Safety and Health Plan  (APR 2002).   

1852.223-71 Authorization for Radio Frequency Use (APR 2015).  This clause applies only if this contract requires the
development, production,  testing or operation of a device for which a radio frequency authorization is required.

1852.225-71 Restriction on Funding Activity with China (FEB 2012).  In (c) "Contracting Officer" means Buyer.

1852.227-11 Patent Rights--Retention by the Contractor (Short Form)  (APR 2015).  

1852.227-70 New Technology - Other than a Small Business Firm or Nonprofit Organization (APR 2015).  This clause only
applies if this Contract is for experimental, developmental, or research work and Seller is other than a small business firm or nonprofit
organization..

1852.227-72 Designation of New Technology Representative and Patent Representative (APR 2015).  This clause applies if this
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contract includes a "New Technology" clause or a " Patents Rights -- Retention by the Contract (Short Form)" clause.

1852.228-76 Cross-Waiver of Liability for International Space Station Activities  (OCT 2012).   

1852.228-78 Cross-Waiver of Liability for Science or Space Exploration Activities Unrelated to the International Space
Station  (OCT 2012).   

1852.242-73 NASA Contractor Financial Management Reporting  (NOV 2004).  This clause applies only if this contract is a cost-
type, price redetermination or FPI contract. "Contracting Officer" shall mean Buyer's Authorized Procurement Representative.

1852.246-73 Human Space Flight Item  (MAR 1997).  FOR USE IN HUMAN SPACE FLIGHT; MATERIALS,
MANUFACTURING, AND WORKMANSHIP OF HIGHEST QUALITY STANDARDS ARE ESSENTIAL TO ASTRONAUT
SAFETY. IF YOU ARE ABLE TO SUPPLY THE DESIRED ITEM WITH A HIGHER QUALITY THAN THAT OF THE ITEMS
SPECIFIED OR PROPOSED, YOU ARE REQUESTED TO BRING THIS FACT TO THE IMMEDIATE ATTENTION OF THE
PURCHASER.

1852.247-71 Protection of the Florida Manatee. (JUL 2015).  This clause applies only if this contract requires deliveries, vessel
operations, dockside work, or disassembly functions that will involve use of waterways inhabited by manatees.

4. Commercial Items  If goods or services being procured under this contract are commercial items and Clause H203 is set forth in the purchase
order, the foregoing Government clauses in Sections 1 and 2 above are deleted and the following FAR/DFARS clauses are inserted in lieu thereof:

52.203-13 Contractor Code of Business Ethics and Conduct (OCT 2015).  This clause applies only if this contract is in excess
of $5,500,000 and has a period of performance of more than 120 days.

52.203-15 Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (JUN 2010).  This clause
applies if this contract is funded in whole or in part with Recovery Act funds.

52.203-19 Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements  (JAN 2017).  

52.204-21 Basic Safeguarding of Covered Information Systems  (JUN 2016).  

52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and
Other Covered Entities (JUL 2018).  In paragraph (c)(1), the term "Government" means "Government or Buyer" and the term
"Contracting Officer" means "Buyer."  All reporting required by paragraph (c) shall be reported through Buyer.  Seller shall report the
information in paragraph (c)(2) to Buyer.

52.209-6 Protecting the Government's Interests When Subcontracting With Contractors Debarred, Suspended or Proposed
for Debarment (OCT 2015).  Seller agrees it is not debarred, suspended, or proposed for debarment by the Federal Government. Seller
shall disclose to Buyer, in writing, whether as of the time of award of this contract, Seller or its principals is or is not debarred,
suspended, or proposed for debarment by the Federal Government.  This clause does not apply to contracts where Seller is providing
commercially available off-the shelf items.

52.219-8 Utilization of Small Business Concerns  (NOV 2016).  

52.222-21 Prohibition of Segregated Facilities  (APR 2015).  

52.222-26 Equal Opportunity (SEP 2016).  

52.222-35 Equal Opportunity for Veterans. (OCT 2015).  This clause applies only if this contract is $150,000 or more.

52.222-36 Equal Opportunity for Workers with Disabilities (JUL 2014).  This clause applies only if this contract exceeds $15,000.
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52.222-37 Employment Reports on Veterans (FEB 2016).  This clause applies if the Contract is $150,000 or more.

52.222-40 Notification of Employee Rights Under the National Labor Relations Act. (DEC 2010).  

52.222-50 Combating Trafficking in Persons (MAR 2015).  The term “contractor” shall mean “Seller”, except in the paragraph (a)
definition of Agent, and except when the term “prime contractor” appears, which shall remain unchanged. The term “Contracting
Officer” shall mean “Contracting Officer, Buyer's Authorized Procurement representative” in paragraph (d)(1). Paragraph (d)(2) shall
read as follows: “If the allegation may be associated with more than one contract, the Seller shall inform the Buyer's Authorized
Procurement Representative for each affected contract.” The term “the Government” shall mean “the Government and Buyer” in
paragraph (e). The term “termination” shall mean “Cancellation” and “Cancellation for Default”, respectively, in paragraph (e)(6). The
term “Contracting Officer” shall mean “Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean
“Contracting Officer or Buyer”. Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the
performance of a Government subcontract, including the number of non-United States citizens expected to be employed and the risk
that the contract or subcontract will involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer”
shall mean “Contracting Officer or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph
(h)(5).

52.222-50 Combating Trafficking in Persons  Alternate I (MAR 2015).  The term “Contractor” shall mean “Seller”, except the
term “prime contractor” shall remain unchanged. The term “Contracting Officer” shall mean “Contracting Officer and the Buyer's
Authorized Procurement   representative in paragraph (d)(1). Paragraph (d)(2) shall read as follows: “If the allegation may be associated
with more than one contract, the Seller shall inform the Buyer's Authorized Procurement Representative for each affected contract.”
The term “the Government” shall mean “the Government and Buyer” in paragraph (e). The term “termination” shall mean
“cancellation” and “Cancellation for Default”, respectively, in paragraph (e)(6). Insert the following at the end of paragraph (e): “If the
Government exercises one of the remedies identified in the paragraph (e) against Buyer as a result, in whole or in part, of the Seller’s
violation of its obligations under this clause, Buyer may impose that remedy against the Seller proportionate to the extent to which
Seller’s violation caused the Government’s decision to impose a remedy on Buyer.” The term “Contracting Officer” shall mean
“Contracting Officer and Buyer” in paragraph (f), except in paragraph (f)(2), where it shall mean “Contracting Officer or Buyer”.
Paragraph (h)(2)(ii) shall read as follows: “To the nature and scope of the activities involved in the performance of a Government
subcontract, including the number of non-United States citizens expected to be employed and the risk that the contract or subcontract
will involve services or supplies susceptible to trafficking in persons.” The term “Contracting Officer” shall mean “Contracting Officer
or Buyer” in paragraph (h)(4)(ii). The term “Contracting Officer” shall mean “Buyer” in paragraph (h)(5).

52.222-54 Employment Eligibility Verification (OCT 2015).  This clause applies to all subcontracts that (1) are for (i) commercial or
noncommercial services (except for commercial services that are part of the purchase of a COTS item, or an item that would be a COTS
item, but for minor modifications performed by the COTS provider and are normally provided for that COTS item), or (ii)
construction; (2) has a value of more than $3,500; and (3) includes work performed in the United States.

52.222-55 Minimum Wages Under Executive Order 13658 (DEC 2015).  This clause applies if this contract is subject to the Service
Contract Labor Standards statute or the Wage Rate Requirements (Construction) statute, and is to be performed in whole or in part in
the United States. "Contracting Officer" shall mean "Buyer" except for paragraphs (e)(2), (4) and (g). If the Government exercises a
withhold identified in the paragraph (g) against Buyer as a result of the Seller’s violation of its obligations under this clause, Buyer may
impose that withhold against the Seller.  

52.222-62 Paid Sick Leave Under Executive Order 13706  (JAN 2017).  This clause applies if the Contract is subject to the Service
Contract Labor Standards statute or the Wage Rate Requirements  (Construction) statute, and are to be performed in whole or in part in
the United States.

52.224-3 Privacy Training  Alternate I (JAN 2017).  The term "Contracting Officer" shall mean "Contracting Officer or Buyer".

52.224-3 Privacy Training (JAN 2017).  The term "Contracting Officer" shall mean "Contracting Officer or Buyer".

52.225-26 Contractors Performing Private Security Functions Outside the United States  (OCT 2016).  This clause applies if the
Contract will be performed outside the United States in areas of (1) combat operations, as designated by the Secretary of Defense; or
(2) other significant military operations, upon agreement of the Secretaries of Defense and State that the clause applies in that area. In
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paragraph (d)(1), Contracting Officer shall mean "Contracting Officer or Buyer" and in paragraph (d) (3), Contracting Officer shall mean
Buyer.

52.232-40 Providing Accelerated Payments to Small Business Subcontractors. (DEC 2013).  This clause applies to contracts with
small business concerns. The term "Contractor" retains its original meaning.

52.244-6 Subcontracts for Commercial Items  (AUG 2018).  Clauses in paragraph (c) (1) apply when Seller is providing commercial
items under the Contract.

52.245-1 Government Property (JAN 2017).  This clause applies if Government property is acquired or furnished for contract
performance.   "Government" shall mean Government throughout except the first time it appears in paragraph (g)(1) when
"Government" shall mean the Government or the Buyer. 

52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels  (FEB 2006).  This clause does not apply if this contract
is for the acquisition of commercial items unless (i) this contract is a contract or agreement for ocean transportation services; or a
construction contract; or (ii) the supplies being transported are (a) items the Seller is reselling or distributing to the Government without
adding value (generally, the Seller does not add value to the items when it subcontracts items for f.o.b. destination shipment); or (b)
shipped in direct support of U.S. military (1) contingency operations; (2) exercises; or (3) forces deployed in connection with United
Nations or North Atlantic Treaty Organization humanitarian or peacekeeping operations.

252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013).   

252.204-7009 Limitations on the Use or Disclosure of Third Party Contractor Reported Cyber Incident Information (OCT
2016).  This clause applies if the Contract is for services that include support for the Government's activities related to safeguarding
covered defense information and cyber incident reporting, including contracts for commercial items.

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting (OCT 2016).  This clause applies if the
Contract is for operationally critical support or where performance will involve a covered contractor information system.  The term
“contractor” retains its original meaning wherever the word is not capitalized. In the terms “Contractor attributional/proprietary
information,” “Contractor information system” and "covered contractor information system," the term "contractor" also retains its
original meaning. In paragraph (b)(2), the applicable security standard that applies to this Contract is NIST SP 800-171, Revision 1. In
paragraphs (d) and (g), “Contracting Officer” shall mean “Contracting Officer or Buyer.”   In paragraph (m)(2), the term “prime
Contractor” retains its original meaning. In accordance with paragraph (m)(2)(i), Seller shall notify Buyer when submitting a request to
the Contracting Officer to vary from NIST SP 800-171, Revision 1. Reporting to Buyer in accordance with (m)(2)(ii) shall be
accomplished via abuse@Boeing.com with a copy to the Buyer's Authorized Procurement Representative. The Boeing 1st tier
subcontractor promptly shall report lower tier subcontractor information it receives.
 
Seller represents and warrants that (i) it is in compliance with the requirements of DFARS Clause 252.204-7012 as modified by the
preceding paragraph, or (ii) that, pursuant to paragraph (b)(2)(ii)(B), it has submitted a request applicable to this Contract for a
variance from the requirements of NIST SP 800-171, Revision 1 to the US Government Contracting Office and that Seller’s request for
such variance was approved by an authorized representative of the DoD CIO.
 

252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION SUPPORT (MAY 2016).  

252.225-7040 Contractor Personnel Supporting U.S. Armed Forces Deployed Outside the United States  (OCT 2015).  This
clause, including this paragraph (q), applies if, in performance of this contract, Seller personnel are supporting U.S. Armed Forces
deployed outside the United States in (1) contingency operations; (2) peace operations consistent with Joint Publication 3-07.3; or (3)
other military operations or military exercises, when designated by the Combatant Commander or as directed by the Secretary of
Defense.

252.225-7048 Export-Controlled Items (JUN 2013).  

252.227-7013 Rights In Technical Data -- Noncommercial Items (FEB 2014).  This clause applies when technical data for
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noncommercial items, or for commercial items developed in any part at Government expense, is to be obtained from Seller or Seller's
subcontractors for delivery to the Government.

252.227-7015 Technical Data -- Commercial Items (FEB 2014).  This clause applies whenever any technical data related to
commercial items is developed in any part at private expense and will be obtained from Seller or its subcontractors for delivery to the
Government.

252.227-7037 Validation of Restrictive Markings on Technical Data (SEP 2016).   

252.244-7000 Subcontracts for Commercial Items  (JUN 2013).   

252.246-7007 Contractor Counterfeit Electronic Part Detection and Avoidance System  (MAY 2014).  This clause applies to
contracts for electronic parts or assemblies containing electonric parts. In paragraph (c)(6), "Contracting Officer" means "Buyer."

252.246-7008 Sources of Electronic Parts  (DEC 2017).  This clause applies if the Contract is for electronic parts or assemblies
containing electronics parts, unless  Seller is the original manufacturer of the electronic parts. The term “Contractor” means Seller and
the term “subcontractor” means Seller’s lower-tier suppliers.   In paragraph (b)(3)(ii)(A), the term “Contracting Officer” means
“Buyer’s Authorized Procurement Representative.”  Seller’s notification shall include, at a minimum,  identification of the electronic
parts being procured, identification of Seller’s lower-tier supplier providing such electronic parts, Seller’s rationale on acceptability  of
procuring such parts (including risk mitigation), and identification of the product using such parts (by lot or serial numbers).

252.247-7023 Transportation of Supplies by Sea  Alternate I  (APR 2014).   This clause applies if this contract is for supplies that
 are of a type described in paragraph (b)(2) of this clause. In paragraph (d), "45 days" is changed to "60 days." If this contract exceeds
the simplified acquisition threshold, paragraphs (a)-(h) apply. In paragraph (g) "Government" means Buyer. If this contract is at  or
below the simplified acquisition threshold, paragraphs (f) and (g) are excluded. 

252.247-7024 Notification of Transportation of Supplies by Sea  (MAR 2000).  Contracting Officer and, in the first sentence of
paragraph (a), Contractor mean Buyer. This clause applies only if the supplies being transported are noncommercial items or
commercial items that (i) Seller is reselling or distributing to the Government without adding value (generally, Seller does not add value
to items that it contracts for f.o.b. destination shipment); (ii) are shipped in direct support of U.S. military contingency operations,
exercises, or forces deployed in humanitarian or peacekeeping operations; or (iii) are commissary or exchange cargoes transported
outside the Defense Transportation System in accordance with 10 U.S.C. 2643.

5. Prime Contract Special Provisions   The following prime contract special provisions apply to this purchase order

252.204-7012 Compliance with Safeguarding Covered Defense Information (Deviation)  (OCT 2015).  
(a) Definitions. As used in this clause—

“Adequate security” means protective measures that are commensurate with the consequences and probability of loss, misuse, or
unauthorized access to, or modification of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which
unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to
unauthorized media may have occurred.

“Contractor attributional/proprietary information” means information that identifies the contractor(s), whether directly or indirectly,
by the grouping of information that can be traced back to the contractor(s) (e.g., program description, facility locations), personally
identifiable information, as well as trade secrets, commercial or financial information, or other commercially sensitive information that is
not customarily shared outside of the company.

“Contractor information system” means an information system belonging to, or operated by or for, the Contractor.

“Controlled technical information” means technical information with military or space application that is subject to controls on the
access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. Controlled technical information
would meet the criteria, if disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24,
Distribution Statements on Technical Documents. The term does not include information that is lawfully publicly available without
restrictions.
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“Covered contractor information system” means an information system that is owned, or operated by or for, a contractor and that
processes, stores, or transmits covered defense information.

“Covered defense information” means unclassified information that—

(i) Is—

(A) Provided to the contractor by or on behalf of DoD in connection with the performance of the contract; or

(B) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the
contract; and

(ii) Falls in any of the following categories:

(A) Controlled technical information.

(B) Critical information (operations security). Specific facts identified through the Operations Security process about friendly
intentions, capabilities, and activities vitally needed by adversaries for them to plan and act effectively so as to guarantee failure or
unacceptable consequences for friendly mission accomplishment (part of Operations Security process).

(C) Export control. Unclassified information concerning certain items, commodities, technology, software, or other information whose
export could reasonably be expected to adversely affect the United States national security and nonproliferation objectives. To include
dual use items; items identified in export administration regulations, international traffic in arms regulations and munitions list; license
applications; and sensitive nuclear technology information.

(D) Any other information, marked or otherwise identified in the contract, that requires safeguarding or dissemination controls pursuant
to and consistent with law, regulations, and Governmentwide policies (e.g., privacy, proprietary business information).

“Cyber incident” means actions taken through the use of computer networks that result in an actual or potentially adverse effect on an
information system and/or the information residing therein.

“Forensic analysis” means the practice of gathering, retaining, and analyzing computerrelated data for investigative purposes in a
manner that maintains the integrity of the data.

“Malicious software” means computer software or firmware intended to perform an unauthorized process that will have adverse impact
on the confidentiality, integrity, or availability of an information system. This definition includes a virus, worm, Trojan horse, or other
code-based entity that infects a host, as well as spyware and some forms of adware.

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, magnetic disks, large-
scale integration memory chips, and printouts onto which information is recorded, stored, or printed within an information system.

‘‘Operationally critical support’’ means supplies or services designated by the Government as critical for airlift, sealift, intermodal
transportation services, or logistical support that is essential to the mobilization, deployment, or sustainment of the Armed Forces in a
contingency operation.

“Rapid(ly) report(ing)” means within 72 hours of discovery of any cyber incident.

“Technical information” means technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013,
Rights in Technical Data-Non Commercial Items, regardless of whether or not the clause is incorporated in this solicitation or contract.
Examples of technical information include research and engineering data, engineering drawings, and associated lists, specifications,
standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and analyses and
related information, and computer software executable code and source code.

 

(b) Adequate security. The Contractor shall provide adequate security for all covered defense information on all covered contractor
information systems that support the performance of work under this contract. To provide adequate security, the Contractor shall—

(1) Implement information systems security protections on all covered contractor information systems including, at a minimum—

(i) For covered contractor information systems that are part of an Information Technology (IT) service or system operated on behalf of
the Government—

(A) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010, Cloud Computing
Services, of this contract; and

(B) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security requirements specified
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elsewhere in this contract; or (ii) For covered contractor information systems that are not part of an IT service or system operated on
behalf of the Government and therefore are not subject to the security requirement specified at paragraph (b)(1)(i) of this clause—

(A) The security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting
Controlled Unclassified Information in Nonfederal Information Systems and Organizations,”

(see http://dx.doi.org/10.6028/NIST.SP.800-171) that is in effect at the time the solicitation is issued or as authorized by the
Contracting Officer with the exception of the derived security requirement 3.5.3 “Use of multifactor authentication for local and
network access to privileged accounts and for network access to non-privileged accounts”, which will be required not later than 9
months after award of the contract, if the Contractor notified the contracting officer in accordance with paragraph (c) of the provision
252.204-7008, Compliance with Safeguarding Covered Defense Information Controls (DEVIATION 2016-O0001)(OCT 2015); or

(B) Alternative but equally effective security measures used to compensate for the inability to satisfy a particular requirement and
achieve equivalent protection approved in writing by an authorized representative of the DoD Chief Information Officer (CIO) prior to
contract award; and

(2) Apply other information systems security measures when the Contractor reasonably determines that information systems security
measures, in addition to those identified in paragraph (b)(1) of this clause, may be required to provide adequate security in a dynamic
environment based on an assessed risk or vulnerability.

(c) Cyber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered defense
information residing therein, or that affects the contractor’s ability to perform the requirements of the contract that are designated as
operationally critical support, the Contractor shall—

(i) Conduct a review for evidence of compromise of covered defense information, including, but not limited to, identifying compromised
computers, servers, specific data, and user accounts. This review shall also include analyzing covered contractor information system(s)
that were part of the cyber incident, as well as other information systems on the Contractor’s network(s), that may have been accessed
as a result of the incident in order to identify compromised covered defense information, or that affect the Contractor’s ability to
provide operationally critical support; and

(ii) Rapidly report cyber incidents to DoD at http://dibnet.dod.mil.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall include, at a
minimum, the required elements at http://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause, the Contractor or
subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber incidents. For information on
obtaining a DoD-approved medium assurance certificate, see http://iase.disa.mil/pki/eca/Pages/index.aspx.

(d) Malicious software. The Contractor or subcontractors that discover and isolate malicious software in connection with a reported
cyber incident shall submit the malicious software in accordance with instructions provided by the Contracting Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and
protect images of all known affected information systems identified in paragraph (c)(1)(i) of this clause and all relevant monitoring/
packet capture data for at least 90 days from the submission of the cyber incident report to allow DoD to request the media or decline
interest.

(f) Access to additional information or equipment necessary for forensic analysis.  Upon request by DoD, the Contractor shall provide
DoD with access to additional information or equipment that is necessary to conduct a forensic analysis.

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer will request
that the Contractor provide all of the damage assessment information gathered in accordance with paragraph (e) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information.  The Government shall protect against the
unauthorized use or release of information obtained from the contractor (or derived from information obtained from the contractor)
under this clause that includes contractor attributional/proprietary information, including such information submitted in accordance with
paragraph (c). To the maximum extent practicable, the Contractor shall identify and mark attributional/proprietary information. In
making an authorized release of such information, the Government will implement appropriate procedures to minimize the contractor
attributional/proprietary information that is included in such authorized release, seeking to include only that information that is
necessary for the authorized purpose(s) for which the information is being released.

(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is obtained from the

BDS Terms and Conditions Guide
Effective: 06/11/2019
Page 13 of 14



contractor (or derived from information obtained from the contractor) under this clause that is not created by or for DoD is authorized
to be released outside of DoD—

(1) To entities with missions that may be affected by such information;

(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;

(3) To Government entities that conduct counterintelligence or law enforcement investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes (including with Defense Industrial Base
(DIB) participants in the program at 32 CFR part 236); or

(5) To a support services contractor (“recipient”) that is directly supporting Government activities under a contract that includes the
clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information.

(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is obtained from the
contractor (or derived from information obtained from the contractor) under this clause that is created by or for DoD (including the
information submitted pursuant to paragraph (c) of this clause) is authorized to be used and released outside of DoD for purposes and
activities authorized by paragraph (i) of this clause, and for any other lawful Government purpose or activity, subject to all applicable
statutory, regulatory, and policy based restrictions on the Government’s use and release of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on the interception,
monitoring, access, use, and disclosure of electronic communications and data.

(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this clause in no way
abrogates the Contractor’s responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified information
systems as required by other applicable clauses of this contract, or as a result of other applicable U.S. Government statutory or
regulatory requirements.

(m) Subcontracts. The Contractor shall—

(1) Include the substance of this clause, including this paragraph (m), in all subcontracts, including subcontracts for commercial items;
and

(2) Require subcontractors to rapidly report cyber incidents directly to DoD at http://dibnet.dod.mil and the prime Contractor. This
includes providing the incident report number, automatically assigned by DoD, to the prime Contractor (or next highertier
subcontractor) as soon as practicable.

252.239-7999 CLOUD COMPUTING SERVICES (DEVIATION)  (JAN 2015).  Contractor shall mean Seller.  In paragraphs (d) and
(e) Contracting Officer and Government shall mean Buyer.
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